WHO®OPMAIITOHHAS IIAMSITKA
JUISI OBYYATOIIUXCS 1151 PASMEILIEHUAS
HA O®ULIMAJTBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOOM MOJIOJASKH B MHTEPHETE CTAHOBHTHCS OOJBINE, a IMKOJLHUKHA OIHU M3 CAMBIX
aKTHBHBIX MoJb30Bareneil PyHera. Mexny TeM, NOMHUMO OIPOMHOrO KOJUYECTBA BO3MOKHOCTEM,
WHTEPHET HEeCET ¥ MPOOJIEMbI. JTa MaMATKa JODKHA TIOMOYb TeOe 0€30MacHO HaXOIUTHCS B CETH.

KoMnbrorepHbie BUPYChI

KoMmnproTepHblii BHpyC - 3TO pa3HOBHJIHOCTh KOMIBIOTEPHBIX MpPOrpamM, OTJIMYUTEIHHOU
0COOEHHOCTBIO KOTOPOH! ABJISIETCS] CIIOCOOHOCTH K Pa3MHOXKEHUIO. B 1onoHeHHe K 3TOMY, BUPYChI MOT'YT
MOBPEIUTh WIH MOJHOCTHIO YHUUYTOXKHUTH BCe (Dailibl M JAaHHBIE, MOAKOHTPOJIBHBIC MOJIB30BATEIIO, OT
MMEHH KOTOpOro ObUIa 3amyllieHa 3apakeHHas MporpaMma, a Takke MOBPEOUTh WIN JaKe YHUYTOXKHUTD
OIEPALMOHHYIO0 CUCTEMY cO BceMM (paiimamMu B LesoM. B OONBIIMHCTBE CiydaeB paclpOCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeTo/ibl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMM:

1. Ucnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBL, UMEIOLUE CEPbE3HBIM YPOBEHb 3alIUTHI OT
BPEIOHOCHBIX IIPOIPaMM;

2. IlocrossHHO YycTaHaBnmuBail madytu (OU(POBBIE 3aIIaTKH, KOTOPHIE aBTOMATHYECKH
YCTAHABIMBAIOTCA C LENbI0 AOPAa0OTKH IMPOrpaMMbl) W Apyrue OOHOBJIECHUS CBOEH OINEpalMOHHON
cuctembl. CkauMBaif UX TOJBKO ¢ OUIHMAIbHOTO caita paspaborunka OC. Ecnmu cymiecTtByeTr pexum
aBTOMATHYECKOI0 OOHOBJICHUS, BKIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIBIOTEpE MO IpaBaMH MOJIb30BATEINs, @ HE aJIMHHUCTpATOpa. JTO He
MO3BOJIMT OOJIBIIMHCTBY BPEJOHOCHBIX TPOrPaMM HMHCTAJUTMPOBATBECS HAa TBOEM IEPCOHAIBEHOM
KOMITBIOTEDE;

4. MWcmons3yil aHTUBHPYCHbIE MPOTPAMMHBIE TPOJAYKTHI HW3BECTHBIX MPOU3BOJHMTENCH, C
aBTOMATHYECKMM OOHOBIICHHEM 0a3;

5. Orpanuub GU3NUECKUH AOCTYI K KOMIBIOTEPY IS HOCTOPOHHMX JIHII;

6. Hcnonp3ydi BHeNIHWE HOCUTENH HWHGOpMAIHMM, Takue Kak (remka, AUCK WM Qain u3
MHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpwiBali KOMIBIOTEpHBIC (Daiiibl, MONydYeHHbIE W3 HEHAJCKHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpBIE IPHUCIAl TBOW 3HAKOMBIN. JIydiie yTouHM y HEro, OTIPAaBIIsLI JIU OH Te0e HX.

Cerun WI-FI

Wi-Fi - aT0 He BUI nepenadn JaHHBIX, HE TEXHOJIOTHs, @ BCETO JIMIIb OpeHn, Mapka. Eme B 1991
roJly HUIEpJaHAcKas KoMmmaHus 3apeructpupoBaia opern "WECA", uto 0003Hadano cIoBOCOYETaHHE
"Wireless Fidelity", koTopslii mepeBoauTCsI KaK "OecpoBOIHAS TOYHOCTH'".

Jlo Hamero BpeMeHH Jlo1uia Apyras abopeBuarypa, KoTopas ABJSIETCS TAKOH K€ TEXHOJIOTHEeH. JTo
ab0peBuarypa "Wi-Fi". Takoe Ha3BaHuE OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOH TEXHUKHU
Hi-Fi, uTo B nmepeBosie 03HayaeT "BHICOKAs TOYHOCTH'.

Ja, OecrnaTHBII WHTEPHET-IOCTYN B Kade, OTelmsIX H a’pomlopTax SBIAETCS OTIMYHON
BO3MOXXHOCTBIO BBIXOZa B MHTEpHET. Ho MHOTHE 3KCIepThI CUMTAIOT, 4yTO o0menoctynHbsie Wi-Fi cetu He
ABISIFOTCSA OE€30I1aCHBIMHU.

CoBeTblI 110 6€30MacHOCTH PabOThI B 001IEOCTYMHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro nmu4Hyr0 WHGOpMAIHio yepe3 odmenoctymnasie Wi-Fi cetn. Pabotas B Hux,
’KeNaTelbHO He BBOJMTH TAPOJIH JIOCTYIIA, IOTHHBI U KAaKUEe-TO HOMEpa;




2. Hcnonp3yii W OOHOBJISIH AaHTUBHPYCHBIE MpOrpaMMbl W OpaHamayep. TeM caMbIM Tl
obe3omacuIb cedst OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonw3oBanmu Wi-Fi otkmoun ¢ynkiuio "OOmmii goctyn K ¢aitiaM u npuHTepam’.
JanHas (QYHKIUS 3aKphiTa N0 yMOIJYAaHHWIO, OJHAKO HEKOTOPHIC IOJ30BATENN AKTHBHPYIOT €€ JIs
yI00CTBa UCIIOIB30BaHM B paboTe mim yueoe;

4. He ucnonb3yit myomumunbiidi WI-FI mns nepemayn MUYHBIX NaHHBIX, HapuUMep IJsl BBIXOJA B
COLIMAJIbHBIE CETH WX B DIIEKTPOHHYIO MIOUTY;

5. Hcmonp3y# Tonbko 3anmiieHHoe coenunenue yepe3 HTTPS, a e HTTP, T.e. npu Habope BeO-
ampeca BBoau uMeHHO "https://";

6. B moOounbHOM Tenedone otkmoun ¢yHkuuio "[lomkmrouenne k Wi-Fi aBTomarndecku". He
JIOITYCKal aBTOMaTHYECKOTO MOAKIIOUEHHS YCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero coriacus.

ConuajbHbIe CeTH

CorpanbpHble CETH aKTUBHO BXOMASAT B HAlly JKH3Hb, MHOTHE JIOJAM PabOTAlOT M JKUBYT Tam
HOCTOSIHHO, a B Facebook ysxe 3apernctpupoBaH MIJIIIMApA YEIOBEK, YTO SBISETCS OIHOM CeIbMON BeexX
XKHTENeH IUIaHeTbl. MHOTHE MOJIB30BaTeNld HE MOHMMAIOT, YTO HH(pOpMAUus, pa3MEIIeHHAs HMH B
COIIMATIbHBIX CETSX, MOXKET OBITh Hal/ICHAa M MCIOJIb30BaHA KEM YrOJHO, B TOM YHCIIE HE 00sS3aTeIbHO C
OJIarMMHU HAMEPEHUSIMHU.

OCHOBHBIE COBETHI IO OE30IMACHOCTH B COIIMaJIbHBIX CCTAX:

1. Orpannyb crnucok npy3eil. Y TeOs B Ipy3bsSX HE AOIDKHO OBITh CIyYalHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3amumai cBOI YacTHYIO >KM3Hb. He ykaspiBali mapoi, TeneoHBI, ajapeca, JaTy TBOETO
POXIEHHS M JpYIryl0 JHYHYI0 HHpOpManuioo. 3JIIOYMBIIJICHHHKA MOTLYT HCIIOJIB30BAaTh Jake
MH(OPMALUIO O TOM, KaK Thbl U TBOU POJUTENH TUIAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3amuiiai CBOIO PEIyTalMIO - ICPXKU €€ B YHCTOTE U 3aJ1aBail ce0e BOIIPOC: XOTeJ Obl ThI, YTOOBI
Jpyrue TOJb30BaTENN BUJACIH, YTO ThlI 3arpykaemib? [lomymail, mpexae 4eM 4To-TO OmyOJIHMKOBATh,
HaIucaTh U 3arpy3UTh;

4. Ecnu Tl TOBOpHIIG C JIIOABMH, KOTOPBIX HE 3HAClb, HE HCHONB3YH CBOE pEAlbHOE MM U
JIPYTYIO JTHYHYIO HH)OpPMAIIUU: UMsI, MECTO JKUTEILCTBA, MECTO Y4eObl 1 Mpovee;

5. U3Geraii pazmemenus dpororpaduii B IHTEpHETE, T1€ THI H300pa)KEH HA MECTHOCTH, 110 KOTOPOH
MOYKHO OIIPEAEIUTh TBOE MECTOIIOI0XKEHUE;

6. [Ipu peructpamuy B COMAIBHON CETH HEOOXOIMMO UCIIOIb30BaTh CIOXKHBIE MAPOJIH, COCTOSIINE
n3 OykB ¥ UG U ¢ KOJTMYECTBOM 3HAKOB HE MEHee §;

7. JIns colMaibHOW CETH, IMOYTHI U JIPYIMX CAaWTOB HEOOXOAMMO HCIIOJIL30BaTh Pa3HbIe MapoJiu.
Torma eciu Te0s B3IOMAIOT, TO 3JI0YMBIIUICHHUKH TOTy4YaT HOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE

cpasy.
JJ1eKTPOHHBbIE 1eHbI' N

DJEKTPOHHBIE JCHBIH - 3TO OYEHb YAOOHBIH CIIOCO0 MIaTeXKel, 0THAKO CYIIECCTBYIOT MOIIICHHHUKH,
KOTOPBIE XOTAT MOJYYHUTh 3TH JICHBIH.

3H6KTpOHHBIe JCHBI'K IMMOABUJINCH COBCEM HEAABHO U UMCHHO M3-3a 3TOI'0 BO MHOTHX I'OCYJapCTBax
A0 CUX MOp HC MPOIMUCAaHO TPO HHUX B 3aKOHAX.

B Poccun xe oHm (byHKI_[I/IOHI/IpyIOT U O HUX YXKC IMPONHCAHO B 3daKOHEC, IIC€ UX pasACIArOT Ha
HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHHMHBIC. PazHuiia B TOM, YTO aHOHUMHBIC - 3TO TC€, B KOTOPbIX




paspemiaeTcsi MPOBOAUTH OmNepanuu 0e3 WASHTH(QHUKAIMK IIO0Nb30BaTeNls, a B HEAHOHHMHBIX
UACHTU()UKANNS TOTB30BATENS SBISIETCSA 0053aTEIbHOM.

Taxoke ciemyer pa3iuyarh ICKTPOHHbBIC (HAaTHBIC NEHBIH (PAaBHBI TOCYJIAPCTBESHHBIM BAJIIOTAM) U
AJIEKTPOHHBIE He(haTHBIE NEHBI'H (HE PABHBI TOCYJaPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI IO O€30MAaCHON PabOTE € TIEKTPOHHBIMH ICHBIAMH:

1. IlpuBsokm K cuery MOOWIBHBIN TeneoH. DTO camblii ymoOHBIM W OBICTPBIA CIIOCOO
BOCCTaHOBUTH JOCTYI K cuery. lIpuBs3aHHBIN TeneOH MOMOXKET, eCiiM 3a0yAClib CBOM IIATEKHBIN
MapoJib WIM 3aiICIb HA CAallT C HE3HAKOMOI'0 YCTPOUCTRA;

2. Ucnone3yit ogHOpa3oBeie maponu. [locie mepexona Ha YCHIIEHHYIO aBTOPH3AIHIO TeOe yKe He
OyzeT yrpoxarb ONaCHOCTb KPaXKH WIIM TiepexBaTa MIATSKHOTO MapOoJIs;

3. Breibepu cnoxubili mapons. llpecTymHmkam OymeT He MPOCTO yraiaTth CIOXHBIHA ITapoib.
HapnexHbie mapoJiv - 3To mapoJid, KOTOPHIE COACPIKAT He MEHee 8 3HAKOB M BKIIIOUAIOT B CE0sl CTPOUHBIC U
MPOTHCHBIE OYKBBI, UG PHI K HECKOJILKO CHMBOJIOB, TaKHe KaK 3HAK IoJuiapa, (yHTa, BOCKIHIATEIbHBIN
3Hak u T.11. Hampumep, $tROng!;;

4. He BBO/IM CBOM JIMUHBIE JAHHBIE HA caiiTaX, KOTOPHIM HE JOBEpSEIIb.
JJIeKTPOHHASI MOYTA

ONeKTpoHHasl IMoYTa - 3TO TEXHOJIOTHUS M IPEJOCTaBIsIEMBIE €H0 YCIYTH IO MEPECBUIKE U
MOJYYECHHUIO SJIEKTPOHHBIX COOOIIEHHH, KOTOPBIE PACIPENENSIOTCS B KOMITBIOTEpHOH ceTh. OOBIYHO
9NIEKTPOHHBIN TOYTOBBIN SIIMK BBITJISAUT CIEAYIOMIMM O0pa3oM: HMMs_IOJb30BATEII(@WUMI_JIOMEHA.
Tarxoke KpoMe nepeady NpoCcTOro TEKCTa, UMEETCsl BO3MOKHOCTh IepeaaBaTh (aibl.

OCHOBHBIC COBETHI 10 0€30IMAaCHON PadOTe C JCKTPOHHOH MOYTOM:

1. Hamo BBIOpaTh mMpaBWIBHBIA TIOYTOBBIM CepBUC. B HWHTEpHETE €CTh OTPOMHBIA BBIOOP
OecIIaTHBIX MTOYTOBBIX CEPBUCOB, OHAKO JIYHIIE TOBEPATH TEM, KOTO 3HACIIb U KTO MEPBHIN B pEHTHHTE;

2. He yka3plBali B JMYHOW TMO4YTe JUYHYR HHQOpMmanmtoo. Hampumep, mydine BbIOpaTh
"My3bIKIbHBIN _(haHaT@" nim "pok2013" BmecTo "Temal3";

3. Hcnonp3yld ABYXATAllHYIO aBTOPU3ALMIO. JTO KOTAAa MOMHMO MapoJisi HY)KHO BBOAUTH KOJ,
npucbuIaeMblid mo SMS;

4. Beibepu CIOXHBIN Mapoib. [ KaKIOro MOYTOBOTO SIIIMKA JTOJDKEH OBITH CBOW HAIE)KHBIM,
YCTOWUYUBBIN K B3JIOMY [1apOJIb;

5. Ecnu ecTh BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTb;

6. Vcmonb3yii HECKONMBKO TMOYTOBBIX SAMIMKOB. [lepBBIN Ui YacCTHON NEPENUCKH C aJpecaTamu,
KOTOPBIM ThI AOBEPsEIIb. DTO IEKTPOHHBIN apec He HaJl0 UCTIONb30BaTh IPU PErHCTPALK Ha Gopymax
U calTax;

7. He oTkpeiBaii (paiinsl 1 ApyTHE BIOXKEHUS B MMChMaX, AaXKe €CIIM OHU MPHIILUTA OT TBOUX JpPYy3eil.
Jlydiie yTouHHM y HUX, OTHPABIISIIN JIH OHU TeOe 3TH (ailiibl;

8. Ilocme okoHuaHUs pabOTHI HA MOYTOBOM CEPBHCE IEPEA 3aKPHITHEM BKIAIKA C CAMUTOM HE
3a0ynp HaXath Ha "BeriiTa".

KubepOyajuHr uiu BUPpTyajibHOE U31€BATENbCTBO

KI/I6ep6y.]'IJ'II/IHF -  [OpeCiI€AOBaHUC COO6H_ICHI/I$IMI/I, COACpKAIIUMHN 0CKOp6J’IeHI/I$I, arpeccCuro,
3allyTUBAHUE,; XYJIUTAaHCTBO, COUAIBHOC 60ﬁKOTHpOBaHHe C IMIOMOMUIBIO PA3JIMYHBIX HTHTCPHET-CEPBUCOB.




OCHOBHBIE COBETHI IO OOPHOE C KHOEPOYIITMHIOM:

1. He 6pocaiics B 60ii. JIyumuit cioco0: MOCOBETOBATHCS KaK Ce0sl BECTH H, €CIIH HET TOr0, K KOMY
MOYKHO OOpaTUTBCs, TO BHAyaje YCHOKOMTHCS. Eciau ThI HayHelmlb OTBEYaTh OCKOPOJICHHSMH Ha
OCKOPOJICHUS, TO TOJBKO eIIe OOJIBIIe Pa30KIKEITh KOH(IIHKT;

2. YrpaBisiii cBoei KubeppemnyTanueii;

3. AHOHUMHOCTh B CETH MHHMaS. CYI]_ICCTBY}OT CITOCOOBI BBISICHUTH, KTO CTOMT 34 AaHOHHMMHBIM
AKKayHTOM;

4. He crouT BecTH XyIWTaHCKHA 00pa3 BHUPTYaIbHOH Xu3HU. MHTEpHET (UKCHpYyeT BCEe TBOM
JICHCTBYSI U COXPAHSCT MX. Y JAIUTh UX OYACT KpaiiHe 3aTPyAHUTEIHHO;

5. Cobmroail cBOI0 BUPTYAIbHYIO YECTh CMOJIOY;

6. HWrHopupyii eamHuuHbId HeratuB. OIHOpPA30BBIE OCKOPOUTENBHBIE COOOIIEHHS JIydIle
urHopuposatb. OOBIYHO arpeccusi MpeKpaIacTcs Ha Ha4yalbHOW CTaIHH;

7. ban arpeccopa. B nporpaMMax oOMeHa MIHOBEHHBIMHU COOOIICHUSIMH, B COLIUAIBHBIX CETSIX €CTh
BO3MOKHOCTH OJIOKHPOBKH OTIIPABKH COOOIIEHHIA C OMPE/IEICHHBIX aIpECOB;

8. Ecim ThI cBuzmeTens kuOepOyimHra. TBOM ACWCTBHSA: BBICTYIUTH NMPOTUB TPECIEIOBATEINS,
MOKa3aTb €My, YTO €ro JEHUCTBHSA OLICHHBAIOTCA HETraTWBHO, MOJAEPXKAaThb XEPTBY, KOTOPOU HY>KHa
MICUXOJIOTHYECKAs! IIOMOIIb, COOOMIUTE B3POCIBIM O (DaKTe arpeCCHBHOTO TIOBEJICHUS B CETH.

MooOunbHbIi Tenedon

CoBpemeHHbIe cMapT(OHBI W IUIAHINETHI COJAEpPKAT B cebe BIOIHE B3POCHBIH (QYHKIHOHAN, U
Tenepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIlHOHAPHBIMH KOoMIbloTepamMu. OIHAKO, CPEICTB 3alUThI IS
NOJO0OHBIX YCTPONCTB MOKA OYE€Hb Maso. TeCTHpOBaHUE U TIOMCK ySI3BUMOCTEH B HUX MPOUCXOJHUT HE TaK
MHTEHCUBHO, Kak Juis 1K, To e camoe kacaeTcsi 1 MOOMIIBHBIX TIPHIIOKEHHH.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl y)K€ MPaKTHUYECKH JTOTHAIM HACTOJbHBIE aHAJOTH, OJHAKO
pacuiperre QyHKIMOHaa BIeYeT 3a CO00M OOJIBIIYIO CI0KHOCTh M MEHBUIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENH BBITYCKAIOT OOHOBIEHHSI, 3aKPHIBAIOIINE KPUTHYECKHUE YSI3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30IaCHOCTH MOOMILHOTO Telie)OHa:

Huyero ©He sBusercs IMNO-HACTOALIEMY OCCIITIaTHEIM. By,I[B OCTOpPOXKXCH, BCIb KOrjaa Tebe
nmpeajiararoT OecIIaTHEIH KOHTCHT, B HCM MOTYT OBITH CKPBITBI KAKHUEC-TO IIJIATHBIC YCIIYTH,

Hymaii, npexnae yem otnpaButb SMS, ¢oto mnm Buzpeo. Tl TOYHO 3Haellb, Ille OHU OyIyT B
KOHEYHOM HTOTe?

Heo6xon1umo 00HOBIISATE ONEPAlMOHHYIO CUCTEMY TBOETO cMapT(¢OHa;
Hcnonb3yit aHTHBUPYCHBIE TPOTPAMMBI 111 MOOMJIBHBIX Tene(hOHOB;

He 3arpyxaii npuino>xeHust OT HEM3BECTHOTO UCTOYHHKA, BEIb OHU MOTYT CO/EPKaTh BPEIOHOCHOE
MIpOrpaMMHOE O0eCTIeueHHE;

[Tocne Toro kak THl BBIAIENIb C caliTa, TA€ BBOIWI JUYHYIO MH()OpMAIMIO, 32l B HACTPOWKU
Opaysepa u yaanu cookies;

HepI/IO}II/I‘{eCKI/I HpOBepHﬁ, KaKHC IIaTHBIC YCIIYT'M aKTUBUPOBAHLI HA TBOCM HOMEPE;

Hapaii cBoii HOMep MOOWIBHOrO TenedOoHa TONBKO JIFOJSM, KOTOPBIX Thl 3HAEIlb H KOMY
JIOBEpsICIIb;




Bluetooth momkeH OBITH BHIKITIOUEH, KOTAA THl UM HE MOJb3yenibes. He 3a0bIBail nHOTIA TIPOBEPSITH
3T0.

Online urpst

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOYHBIC, 3aXBATHIBAIOLINE PA3BICUCHUS, O0BEIUHSIOLINE
COTHH TBICSIY YEJIOBEK IO BceMy MUpY. MIpoKH MccaeqyloT JaHHBIH UM MUp, 00IIal0TCs APYT C APYTOM,
BBINIOJIHSIOT 3a[JaHMs, CPaKalTCd C MOHCTPAMU M IOJY4alOT OMNBIT. 3a YAOBOJBCTBUE OHH ILIATAT:
MOKYIAIOT AUCK, OIUIaYMBAIOT A00HEMEHT WM IPUOOPETAIOT KAKHE-TO OILIUH.

Bce atu cpenctBa MayT Ha MOANEp)KAHUE W PAa3BUTHE WIPHI, a TAKXKE Ha camy O€30MacHOCTb:
COBEPIICHCTBYIOTCSI CHCTEMBl aBTOPW3AIMW, BBIIYCKAIOTCS HOBble maTdd (IUGPOBBIE 3aIlUIATKH IS
MPOrpaMM), 3aKPHIBAIOTCS ySI3BUMOCTH CEPBEPOB.

B HOHOGHLIX urpax CTOUT oOIracaTbCid HE CTOJBKO CBOUX COICPHHUKOB, CKOJIBKO Kpa>Xu TBOECTO
napoJisa, Ha KOTOpOM OCHOBaHa CUCTEMa aBTOpHU3allun OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IMACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroii Urpok BeneT ceOs IUIOXO WM CO3[aeT TeOe HENPHUITHOCTH, 3a0JIOKHPYH ero B
CIIUCKE HT'POKOB;

2. Tloxamyiics aAMHUHUCTPATOpaM HUIPbl HA IUIOXO€ IOBEACHUE 3TOT0 WIPOKa, >KEIATEeIbHO
MIPUJIOKUTH KaKUe-TO JI0Ka3aTeNIbCTBA B BU/I€ CKPUHOB;

3. He yka3piBaii mnuHyto nHGOpPMAIHIO B Mpodaiiiie urpsl;
4. YBaxkail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(hUITHAIBHBIC TATYH U MOJIBI;

6. Mcnonb3yil CoXKHBIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYaTb aHTUBUPYC. [Ioka Thl urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

DOUIIHHT WIH Kpaka JJUYHbIX JaHHbIX

OOBIYHON KpaXKeH JIeHer W JIOKYMEHTOB CETOJHS YK€ HHUKOrO HE YMBHINb, HO C Pa3BUTHEM
WHTCPHET-TEXHOJIOTHH 3JI0YMBIIICHHUKN TEPEMECTUINCh B WHTEPHET, W IMPOJIOJIKAIOT 3aHMMATHCS
" TFOOUMBIM" JIETTOM.

Tak mosiBUIAach HOBAs yrpo3a: MHTEPHET-MOIICHHHYECTBA WIIM (DUIIMHT, TJIaBHAs 1Ie7b KOTOPOTO
COCTOMT B MOJYYCHHH KOH(HACHIMAIBHBIX JaHHBIX I[OJb30BaTENICH - JIOTMHOB M maponeid. Ha
aHTnuiickoM si3bike phishing unraercs kak umuar (ot fishing - peiOHas moBis, password - Mapos).

OcHOBHBbIE COBETHI IO 6OpHOE C PUITHHTOM:

1. Cremu 3a cBOMM aKkayHTOM. Eciu Thl MOm03peBaciiib, YTO TBOS aHKETa Oblda B3JIOMaHa, TO
HEO00XO0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca 00 ITOM KaK MOKHO CKOpee;

2. HCHOHBByﬁ Oe30macHbIe Be6-CaﬁTBI, B TOM 4YHCJIC, HTHTCPHET-MAra3uHOB U IIOUCKOBLIX CUCTCM;

3. I/ICHOJ'IB3yf/'I CJIOKHBIC W Ppa3HbIC IIapOJId. Takum 06pa30M, ecnu TeOs B3JIOMArKOT, TO
3JIOYMBINUJICHHUKHA TOJIy4daT JOCTYII TOJIBKO K OJTHOMY TBOEMY HpO(i)I/I.HIO B C€TH, a HC KO BCEM,

4. Ecnm TeOs B3IOMaNM, TO HEOOXOAMMO TIPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
noOaBiieHbl y TeOs B APY3bAX, O TOM, YTO TeOsl B3JIOMalH M, BO3MOXXHO, OT TBOETO WMEHH OyneT
pacchiIaThes CraM M CChUIKU Ha (PUIIMHTOBBIE CANTEHI,

5. Ycranosu HagexHsli napons (PIN) Ha MoOunbHBIH TenedoH;




6. OTKITI04YM COXpaHEeHHUE Mapois B Opaysepe;

7. He oTkpsiBaii (paiiisl 1 ApyTHE BIOXKEHUS B MMMChMaX, Aa)Ke €CIIM OHH MPHIILTA OT TBOUX JpPYy3ei.
Jlyuiie yTo4HU y HUX, OTIPABIISIN JIU OHU T€OE 3TH (hailiib.

IMu¢posas penyranus

HudpoBas pemyramuss - 3TO HETaTWBHAs WM IMO3WTHBHAas WHopMamus B ceTd o Tebe.
KomnpomeTupyronias nHGOpMAIUs, pa3MeIeHHAs B HHTEPHETE, MOXKET CEPhe3HBIM 00pa30M OTPa3UThCS
Ha TBOeH peanbHoOW >xu3HH. "LludpoBas pemyranus” - 3TO TBOH HMHUIXK, KOTOPBIA (OPMHpYETCS H3
uHpopMaiuu o Tebe B HHTEpHETE.

TBoe MecTo >KUTENbCTBA, Y4eOBL, TBOE€ (DHMHAHCOBOE IIOJOXKEHHE, OCOOCHHOCTH XapakTepa H
paccka3sbl 0 OJIM3KUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorre MOAPOCTKH JIETKOMBICIICHHO OTHOCATCA K IyONMKanuu JUYHOH WHpOpMamuu B
I/IHTepHCTC, HC IIOHHMMasi BO3MOXXHBIX HOCHCHCTBHﬁ. Ter JaX€ HC CMOXKCEUIb aAoragarbCsa O TOM, YTO
¢dotorpadusi, pa3MenieHHas 5 JeT Ha3a/d, cTajla IPUIHHON 0TKa3a MPUHATH Te0s Ha padoTy.

KomMmenTapuu, pa3meieHiue TBOMX (ororpaduii U apyrue ACHCTBUS MOTYT HE MCUC3HYTH JaXKe
MOCIie TOTO, KaK Thl WX yJANWIIb. Thl HE 3HAeNIb, KTO COXPAHWJ 3Ty HH(OPMAIHIO, TONaa X OHA B
MTOWCKOBBIE CHCTEMBl M COXPAaHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPYIKAIOIIHE JIFOMH,
KOTOPBIC HAWAYT M YBUAAT 3T0. HaliT mH(OpMaIIHIO MHOTO JIET CITyCTSI CMOYKET JIFO0OM - KaK U3 J0OPBIX
MOOY>KJICHH, TaK M ¢ HAMEPEHUEM NMPUYUHUTH BpEZl. DTO MOXKET OBITh KTO YTOIIHO.

OCHOBHBIE COBETHI TI0 3aIIUTE TUPPOBONA PEITyTAIHH:

1. [Momymaii, ipexkae YeM 9To-TO IyOJMKOBATh W IEpenaBaTh y ce0s B OJOre WM B CONMATBHOMN
CeTH;

2. B mnactpoiikax mnpoduias yCTaHOBH OrpaHHYEHHUS Ha IMPOCMOTP TBOEro MPOo(uis H ero
COAEPAKUMOTrO, clienail ero TonbKo "1is npy3eit”;

3. He pa3memaii u He ykaspiBali WH(pOpPMAIMIO, KOTOpas MOXKET KOro-au00 OCKOPOJISATh WU
00MKaTh.

ABTOpCKOe MPaBo

CoBpeMeHHBIC IIKOJILHUKH - aKTUBHBIE MMOJIb30BaTeNH E(poBoro mpocrpancTBa. OIHAKO AaJIEKO
HE BCE 3HAIOT, YTO TOJIb30BaHHE MHOTMMHU BO3MOXKHOCTSIMH LTU(PPOBOTO MHpa TpeOyeT cOOII0ICHUS MpaB
Ha WHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMuH "uHTENIEKTYabHAasE COOCTBEHHOCTB" OTHOCHTCS K Pa3JIMYHBIM TBOPESHHUSM YEIOBEYECKOTO
yMa, HAYMHAs C HOBBIX M300pETeHNH 1 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh Ha POIYKTHI U YCIIyTH, U
3aKaH4YMBas KHUTaMH, (poTorpadusiMu, KHHOPHIBMAaMU 1 MY3bIKQIbHBIMHU IPON3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha TPOW3BEICHUS HAYKH,
JUTEpaTypsl M HMCKYCCTBAa. ABTOpPCKME IIpaBa BBICTYNAIOT B KaueCTBE TapaHTHMH TOTO, 4YTO
WHTEJUICKTYAIbHBIA/TBOPUSCKIIA TPYJ aBTOpa HE OyJeT HampacHbIM, JacT €My CIpaBe/IjIuBEIC
BO3MOXXKHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOETO TPyJa, MOJYYUTh M3BECTHOCTh M MpHU3HaHWE. HUkTo
0e3 paspeleHHss aBTopa HE MOXKET BOCIIPOM3BOIUTH €ro IPOU3BEICHUE, PACIPOCTPAHSTDH, IyOIHMYHO
JEeMOHCTPHPOBaTh, MPOAaBaTh, HMIIOPTHPOBATh, IIycKaTb B IPOKAT, IYOJUYHO HCIOJIHATS,
MOKa3bIBaTh/UCIIONHATE B d(Upe WK pa3meniats B IHTepHeTe.

Hcnons3oBanue "HI/IpaTCKOFO" IporpaMMHOIO o0ecreueHHsT MOKET IMPUBECTU K MHOTYM PUCKAM:
OT TIOTEPHM ITaHHBIX K TBOUM aKKayHTaM [0 6.HOKI/IpOBKI/I TBOECTO yCTpOfICTBa, rac yYCTaHOBJICHA
HEJICTAJIbHasd IIporpaMma. He croutr takxe 3216LIBaTL, YTO CYIIECTBYIOT JICTAJIBHBIC M OecIuiaTHEIC
IporpaMmsbl, KOTOPBIC MOXKHO HAlTH B CETH.




O nopraiue

CereBUYOK.pd - TBOH ITaBHBIN COBETYHK B CETH. 37IECh Thl MOXKEIIb Y3HATH O 0€30ITaCHOCTH B CETH
MOHSATHBIM W JIOCTYITHBIM SI3BIKOM, & TPW BO3HUKHOBEHHH KPHUTHYECKOW CHTYAIlMH OOpPATHTHCS 3a
COBETOM. A TaKXe NMPUHATH yU4ACTHE B KOHKYPCaX M CTaTh CAMBIM ITU(POBBIM I'PaXKTaHUHOM !




